CARM C(Client Portal
User Guide

Delegation of Authority in the
CARM Client Portal

Revision date: December 13, 2022

Canada



Purpose of this guide

This guide will explain the delegation of authority process. There are two parts to delegation of authority
within the CARM Client Portal: providing access to employees within your company by assigning user roles,
and importers providing access to service providers by establishing a business relationship.

Important note:

Prior to reading this guide, it is suggested that you first review the User guide — Onboarding to the
CARM Client Portal. This guide offers step by step processes for creating both individual and business
accounts in the CARM Client Portal, as well as steps for linking these accounts. These actions are
necessary pre-requisites that must take place before users can delegate authority within the portal.


https://ccp-pcc.cbsa-asfc.cloud-nuage.canada.ca/en/onboarding-documentation
https://ccp-pcc.cbsa-asfc.cloud-nuage.canada.ca/en/onboarding-documentation
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1. Overview of delegation of authority

1.1 Overview

User roles

As an importer, customs broker, or trade consultant you will be able to delegate authority for various roles
in the CARM Client Portal to your employees. The user roles given to employees define which actions
individual users can take within given business and program accounts, as well as their visibility attributes
(what information each user can see).

Note:

A business account is the legal entity with a business number (BN9). Every business account has at least
one program account (RM), however some importers may have multiple program accounts.

Business relationships

Importers can set up business relationships with their service providers (customs brokers and/or trade
consultants) to allow them to transact business with the CBSA on their behalf. More information on
business relationships is provided in Section 5: Managing business relationships from the importer’s point

of view.

Having the appropriate delegation of authority for employees and service providers enables multiple users
to view information or act on behalf of the business. Trade chain partners (TCPs) will have the ability to
view which of their employees have access to their account in real time, and to make appropriate updates
to this access via the CARM Client Portal.

The different roles and relationships between users fall under pre-set conditions that allow or prevent users
from performing certain tasks (for example, viewing notifications, making payments, submitting rulings,
etc.) based on the access they have been granted.



First-time setup steps for importers

1. Designate at least one Business Account Manager (BAM) (see User guide — Onboarding to the
CARM Client Portal).

2. BAM creates their personal account in the CARM Client Portal (see User guide — Onboarding to
the CARM Client Portal)

3. Additional employees create their own personal accounts in the CARM Client Portal and request
access to the business account (see User guide — Onboarding to the CARM Client Portal)

4. BAM grants access to employees by assigning users roles (see Section — Managing pending
employee access requests)

5. BAM establishes a business relationship with one or more customs brokers and/or trade
consultants (see Section — Managing business relationships)

First-time setup steps for customs brokers or trade consultants

1. Designate at least one Business Account Manager (BAM) (see User guide — Onboarding to the
CARM Client Portal)

2. BAM creates their own personal account as the BAM of the service provider (see User guide —
Onboarding to the CARM Client Portal)

3. Service provider employees create their own personal accounts and request access to the business
account of the service provider (see User guide — Onboarding to the CARM Client Portal)

4. BAM grants access to employees by assigning users roles (see Section — Managing pending

employee access requests)

5. BAM requests a business relationship with clients (importers) (see Section — Requesting a

business relationship (service provider overview)

6. Create client groups (see Section — Creating client groups)

7. Assign employees and clients into these groups (see Section — Assigning employees to clients and

client groups and Section — Adding and removing clients from groups)
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2. User roles and permissions in the CARM Client Portal

This section will explain the various user roles that can be given to employees within a business. Section 3 —
Assigning user roles step-by-step will provide the step-by-step walkthrough of how to assign these user

roles to employees within the business.

User roles define the actions that each individual user can take within given business and program
accounts. The various roles that users can hold within the portal include:

e Business Account Manager (BAM)
e Program Account Manager (PAM)
e Editor

e Reader

e Unassociated User

2.1 Business Account Manager (BAM)

User role Description
Business Account BAMs have full access to all CARM Client Portal functionality for a business
Manager account and all of its associated program accounts. Every business account
(BAM) (importer, customs broker and/or trade consultant) will require at least one

BAM. This role is automatically given to the initial individual who links their
user account to their business by completing the business registration
process. The purpose of this role is to assume the primary management of the
business account.

Note: This role does not need to be assigned to the person legally listed in the
incorporation, proprietorship, or partnership documentation of the business.
This user role should be held by an individual with active involvement in the
management of the business account.



Important note:

Due to the importance of the BAM role, it is highly recommended that the role of BAM be assigned to at
least one other user. If it were to happen that a BAM’s account became inaccessible, having another
BAM avoids the possibility of losing all access to business management activities.

2.2 Program Account Manager (PAM)

User role Description
Program Account The PAM role gives full access to all CARM Client Portal functionality for a
Manager specific program account (BN15) only. This role is useful if there is more than
(PAM) one program account, and the BAM wishes to give access to certain program

accounts only.

The purpose of this role is to assume the management of a program account
alongside the BAM.

The image below shows a visual illustration of the relationship between a BAM and a PAM:

G- yarS

Business Account Managers

Business

Program Account Program Account

Program Account
Manager




2.3 Editor

User role Description

Editor The Editor role can perform operational activities in the CARM Client Portal
(for example, request rulings, make payments, etc.).

2.4 Reader
User role Description
Reader The Reader role can view operational activities in the CARM Client Portal (for

example, rulings, payments, financial information).

2.5 Unassociated user

User role Description

No user role assigned  Unassociated users have registered their individual profile on the CARM Client
Portal but have not yet linked their business or have not been accepted as an
employee of a business. Unassociated users have no access.



2.6 Permissions

Each user role has an associated set of permissions that control what the user can do in the CARM Client
Portal. These are grouped into nine related functions.

User groups BAM PAM Editor Reader
Resources

Organization Edit Mo access No access No access
(Business profile information, list
of programs)
Users access Edit (assign Edit (assign No access No access

. users to users to
(Manage.pendmg reguests, brisssand .,
manage list of users)

programs)

Business relationships Edit Edit (can only No access No access
ond ; di send a new
(Send a request, mar:nag.e pending request)
requests, manage existing
relationships)
Upload documents Edit Edit Edit No access
(Upload a new document)
Program Edit Edit No access No access
{Program profile information)

Finance

(Transaction history, Statement of
Account (SOA), invoices)

Payment

(Credit allocation, credit card
payment and interact payment)

Pre-Authorized Debit

(Banking information)

Mo access

Mo access

Rulings

(Ruling requests and decisions)

Edit

Edit

Edit

Mo access
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3. Assigning user roles step-by-step

Managing employees is an activity reserved for BAMs and PAMs, although only BAMs are able to remove
users. Users cannot update or remove their own access. Remember that a BAM can manage access for the
whole business account, however a PAM can only manage access for their specific program account(s).

3.1 Employee access request (pre-requisite)

Employees must register and create an individual user account on the CARM Client Portal, then request
access to their employer.

When this process has been completed successfully, employers will receive a pending access request from
the employee that they will be able to action. This request will remain in a pending state and the employee
will be considered an Unassociated user until the employer either accepts the access request and assigns a
user role to the employee or rejects the employee access request.

Note:

To learn more about creating an individual user account, see User guide — Onboarding to the CARM
Client Portal.

11
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3.2 Managing pending employee access requests

1. Click either Setup my portal or Manage pending employee requests.

. - I Government  Gouvernement
of Canada du Canada

* Test Importer Name (RMO001)
CARM Client Portal I

MENU v 2 \sioa nack | 8 ot & 100
=etupmy portal Accounts and profiles YOU can Verify the aCCOUHt
rofile, progr wus o baeess that you are working in by

viewing this information here.

Payments Declarations
Recent Transactions @ View all transactions Most requested
Transaction date Description Amount Status

Many ® Y L}

Note:

If you select Setup my portal, you will be taken to the below screen.

CARM Client Portal Test Imparter Name (RM0001)

ImporterCompany 1084 (549132583)

MENU « 2 Upload s docurent | & Naufeations | G Lagout

Setup my portal

Manage the access of this partal account

Services and information

Manage my employees Manage my business relationships Manage my client groups
Aarage the access of yout stnployees ary Martnge the business retatiorshags and reate And manage the group of neits

pending cmqumsts ACCmYY FEGLImTty




2. Select the Access requests tab. Any employees that have requested access to the business will be
displayed here.

Manage employees

M

anage the f amg was and the penading resuests
j& T prayess . ) ¥

Mansge srroioyoes Aceess requests €D

Lint of empieryees

== O —

3. Click Approve or Reject in the Actions column, if you know the action you would like to take. If you
would like to view additional information about the request, click Details.

Manage employees

1 of emnployees aod the §

Marage emgioyees Access regwests ()

Pending employes acor requestsy

a1 Pame email Roguest date Actians

13



Note:

The BAM or PAM of a business can approve an employee access request. It is the responsibility of the
manager approving the request to validate that the user is an employee of the business.

Note:

If you choose to reject a pending employee request, you will be brought to the below screen. A
justification must be provided in the comments of the rejection notice. The Unassociated user will be
able view and acknowledge the rejected request and its comment.

Reject pending employee request

Name Telephone

Email

M gt

Note:

If you choose to view additional details about the request, you will be able to review comments from
the requestor regarding the request and can Approve or Reject from this page.

14



MENU = b 3 Cg o

Pending employee access request details

Request details

Name Telophone
fir
LAULOQCAS La
Emall Request date
Comment
A TEST
- o -

If you have chosen to approve the employee access, you will be required to assign the employee a user role
and determine their level of access.

4. Select whether the employee should have access to All programs or Individual programs.
5. From the drop-down list, select the user role.

6. Click Next.

MENU « 2 Uoinec » socyre & tunfoane C Lasou

Approve employee: 1. Select access

request Make # 10 yalidate the informatior ded by the user bef

Request details
Nama Comment Status

saiberi | N m M s b

Select access to programs

Ty Acceurn number (W

15



7. Review the details of the employee’s user role and access. Then, click Approve to proceed, or Cancel
to restart the process.

CARM Client Portal

MENU » & Lokoad adocument | & Mogificatic C Logout

Approve employee: 2. Confirm

Approve an employee access request, Make sure to validate the information provided by the user before giving access t

your business

Request details

Name IEmail Comment [Status

sitautogqea99 firstname sitautoged99 lastname | sitautogea9o®email com QA TEST To be approved

Selected access to programs

AN programs  Proges

Businvess Account number (M)

Access SUI""\-"Y

F;
g = v z
H s |8].]%
§la]2]2 § glg|2
|8l 5 lele|3|El€15]2
AHEIRIEIE IR IR AR AR LE
S|3|2]|&|2]|2]8 SlE|&|2
: |
v el /l s |z
Legend
EY— The legend will explain the type of
@ Ressony access granted to the user
7 to

Note:
To learn more about managing employee access, please review the informational video:

e How to delegate authority to employees in the CARM Client Portal

16
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3.3 Editing employee user roles

Editing user roles is similar to the process demonstrated in Section 3.1 for approving employee access.

1. Select Setup my portal from the CARM Client Portal home page.

' Test Importer Name (RM0001)
CARM Cllent Portal ImporterComparny 3084 (549112583)
MENU » L aoument | 8 N o | O L
Satup my portal Accounts and profile (41} ol inforn an
et pl | I | f
[ teme I r
Pay nt Declaration Ruling
) I po y I I eq v and
Recent Transactions @ View all trangactions Most requested
Transaction date Description Amount
Mana d
{ ) \ 2!

2. Select Manage my employees.

CARM Client Portal

MENU +

Setup my portal

Manage the access of this portal account

Services and information

Manage my employees

pending reguests JCOBSS requesty

Manage my business refationships

Manage the sccess of your employses and Marage the busihess rels

Test importer Name (RM0D001)
ImporterCompany 084 (549132583)

2 Upload adocumert | & mNottfications | G- Logaut

Manage my client groups

Create and manage the group of client

17



You will be taken to the Manage employees page. This page enables BAMs and PAMs to view all the
employees associated to the business or program account. It also enables them to manage access details
of users and review pending requests.

On the Manage employees tab, available actions are displayed in the far-right Actions column. You can
choose to view employee details, edit employee roles/access, or remove an employee (BAM only).

3. Select the Edit icon to edit an employee’s role and access.

Manage employees

Manage the list of employees and the pending requests for employees access.

Return to home dashboard

Manage employees Access requests €0)

List of employees

Edit selected List employees by program| Al

Filter items

O an Name Emall Actions
Diana Rowe ganaBemail.com k

0 Abbost Qu aquinngq.com it 7 2al

O an 8I - £ X

g Viewing the details of an employee - g X

= shows the specific roles the user &

has for any program account. R

O 200 5 Sem 5: a--x

0 n Chereat m ) /; X

m™M - a =z e s v v

Items per page |10 v |

4. Select whether the employee should have access to All programs or Individual programs.

5. From the drop-down list, select the new user role that you would like the employee to
receive.

18



Click Next.

Edit access to employee(s): 1. Select access

Manage the access of the selected employee(s)

Selected employees

Name Email

staunogel1d_firsname sitautogel2 lastname sitausogell 1 2Pemail.com

Select access to programs

Business ImporterCompany3084 (549132583 | Select ancther business

® All programs

indiadual crograms

Program name A P

Test importer Name £

Cance

19



7. Review the details of the employee’s user role and access. Click Approve to proceed or

cancel to restart the process.

. - . Government  Gouvernoment
of Canada du Canada

CARM Client Portal

MENU X Uk

Approve employee: 2. Confirm

Approve an employee access request. Make sure to validate the information provided by the user before giving access to

your business

s °

Request details

Name Email Comment |Status
ﬁlt.mh:g:f.'}"‘v firstname sitautogcd499 lastname ’»lt.«laltv,\:j(.:‘_i'o Demail.com QA TEST To be approved
| Y

Selected access to programs

All programs Py gram Ac ¢t Marage
Business Account number {RM)
T a7 Name 491 IZSEIRN0ONT

Access Summary

-3
1
5
§ z § 3
= E %
$l .13, § AEUE;
a0 2 gl | els| 22|58 |
AR AR IR AR AE AR A AELE
§|S|e|5|5|s|s|E|32|2]|2
[ - LEleslecslecl2lel2lSs
Sl3|a|8|&|E|&|8|&)&|2
et NMarageme
- »r Niama 7\ 7|\ 7|7 | /7 7’ 7 | 7
Legend
X Noacce:
© Pes
7 &
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Note:

Only BAMs are able to remove an employee. This action revokes all access to the employer’s business
account and to its business relationships. If the removed user is later approved back for the same
business account, previous access details will not be restored.

Note:
Editing BAM roles:
A user promoted to BAM:

e Receives automatic access to the employer’s business account and program account(s)

A user demoted from a BAM:

e Loses all BAM permissions and only keeps the permissions of new use role (PAM, Editor, and
Reader).

Note:

Remember that users cannot edit their own access and can only manage the access of others in a
hierarchical manner. BAMs have the greatest level of access, then PAMs. For example, BAMs can edit
the access of all employees, including other BAMs, but a PAM can’t edit the access of a BAM. Editors
and Readers cannot manage the access of themselves or others.

21



4. Business relationships in the CARM Client Portal

In the CARM Client Portal, business relationships can be established between a client (importer) and its
service provider(s). Once established, the business relationship will allow a service provider (for example,
customs broker and/or trade consultant) to act on behalf of their client(s) and manage their account(s)
within the CARM Client Portal. In order to establish this relationship, service providers will need to send a
request to their client requesting a relationship.

Once there is a business relationship, the BAM or PAM of the service provider can assign their employees to
work on their clients’ accounts.

There are two (2) options of relationships between an importer and its service provider(s):

e Business management relationship: grants access to the business account (BN) and all
program accounts (RM) to the service provider, including any programs added in the future.

e Program management relationship: grants access to only selected program accounts (RM) to
the service provider.

The importer determines the type of relationship to grant to its service provider(s).

4.1 Business management relationship
If the importer gives their service provider the business management type of relationship, the BAM of the
service provider is automatically given the pBAM (proxy BAM) role for the importer’s accounts.

The pBAM role gives near full access to all CARM Client Portal functionality for an importer’s business
account and all of its program accounts, with the following exceptions:

e The pBAM does not have access to the client’s sensitive information (bank account)

e The pBAM cannot see or manage the details or access for the importer’s employees or other
business relationships that the client holds

22



This pBAM role can:

e Perform operational activities in the CARM Client Portal for all of the importer’s program accounts
(for example, request rulings, make payments, view the statements of account, invoices and
payments made)

e Manage the access of the service provider’s employees for the importer’s business account and all

of the program accounts

This diagram illustrates an example of a business management relationship access type in which
employees of the service provider gain access at the importer’s business account level.

Business Relationship (Business Management)

Lo \BAM/ G N
oy <— & > [8] «<— &

Customs Broker Importer

.fv:\

3

n_ o5 =
X

\,5,"

PAM Program Account Program Account
) . I':'.\. /‘i\. /‘”ﬂl"\ f 1\
Service Provider pPAMs ! I | \
% ] i s
accesses specific programs J — - ( )

LA N
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4.2 Program management relationship

If the importer gives their service provider the program management type of relationship, the BAM of the

service provider is automatically given the pPAM role for the importer’s program accounts.

This role gives near full access to all CARM Client Portal functionality for an importer’s program account

(RM). The purpose of this role is to assume the management of a client’s specific program account without

providing access to the business profile.

This diagram illustrates an example of a program management relationship access type in which
employees of the service provider gain access to one of the importer’s program accounts (but not both).

Business Relationship (Program Management)

[ o

Customs Broker

N

L

PAM

\

8

BAM

pPPAM

Service Provider pPAM
accesses specific programs

N\

Note:

The pBAM or pPAM will assign their employees user roles that will determine their access (pPAM,

pEditor or pReader).

(=
0=

Importer

=

Program Account

=

Program Account

~

S,

BAM

L3

p‘\y
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4.3 Visibility attributes

Visibility attributes control which requests or transactions a service provider can view based on who
submitted the information. These attributes are assigned to the service provider by the importer.

The three visibility attributes are as follows:

1. Submitted by the service provider: Defines the requests or transactions that a service provider
submitted within the business relationship.

e This attribute is always enabled for a service provider so that they may always see the work
they have accomplished on behalf of their client

e When the business relationship expires, the service provider and the importer both continue to
see the requests or transactions previously submitted

2. Submitted by the client: Defines the requests or transactions that the client submitted on their own
behalf, outside of the business relationship.

e This attribute would most likely be used in a situation where the client actively submits requests
and transactions in parallel to the service provider

e When the business relationship expires, this attribute is disabled automatically for the service
provider

3. Submitted by other businesses: Defines the requests or transactions that another service provider
submitted for the client within a separate business relationship.

e This attribute would most likely be used in a situation where a client has multiple business
relationships overlapping the same program accounts

e When the business relationship expires, this attribute is disabled automatically for the service
provider

e Exception: even if this visibility is granted, one service provider is not able to view ruling
requests or decisions that were submitted by a different service provider

25



The following table outlines the visibility of submissions based on which party submitted the request or

transaction, and the visibility attribute(s) assigned to the service provider by the client.

Request or Transaction

businesses

submitted by: Employ'ee of Eviilovasiaf Employee o.f
Service cli another Service
Se'ected ViSibi“ty provlder lent provider
attributes:
Submitsed by the Sevvice Visible Non Visible | Non Visible
Provider
Submitted by the Service
Provider Visible Visible Non Visible
[v] Submitted by the Client
[7] Submitted by the Service
Provider T Xo= W
subiiiittad biy othes Visible Non Visible Visible
businesses
Submitted by the Service
Provider
Submitted by the Client Visible Visible Visible
[#] Submitted by other

Note:

Expired: This user role is intended for BAMs of service providers with an expired business relationship. It

has the same access rights as a Reader. It allows the BAM of the service provider to view information

that they had previously submitted on behalf of a client.

26



Note:

Restricted actions for service providers in both business and program management relationships
include the following:

e Editing the business account or program account information
e Viewing or editing pre-authorized debit authorizations
e Viewing collection-related notifications and payment arrangements

e Viewing or editing the client’s pending business relationship requests, and its list of active
business relationship

e Viewing or editing the client’s access requests, and its employees’ accesses

27



The following table outlines the visibility of submissions based on which party submitted the request or
transaction, and the visibility attribute(s) assigned to the service provider by the client.

User groups | pEAM pPAM pEditor pReader
Resources
Organization Mo access | Mo access Mo access
(Business profile information, list of
programs)
Users access Edit (assign Edit No access Mo access

: : users to (assign
(Manage service provider
| | delegated users to
EHigidyEeE e Cinle ) business and | delegated
programs) program)

Business relationships Mo access MNo access | No access MNo access
(List of business relationships)
Upload documents Edit Edit Edit No access
(Upload a new document)
Program No access No access

(Program profile information)

Finance

(Transaction history, Statement of
Account (SOA), Invoices)

Payment

(Credit allocation, credit card
payment and interact payment)

Payment Pre-Authorization Mo access

(Banking information)

Mo access

MNo access

Rulings Edit

(List of rulings, ruling decisions)

Edit

Edit

Mo access
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4.4 Requesting a business relationship (service provider overview)

Service providers in the CARM Client Portal will also be required to set up both individual and business
accounts, much like the process their clients would follow.
Note:

To view the process on setting up and linking these accounts, refer to the User guide: Onboarding to
the CARM Client Portal

To review the process on managing employee access for a business account, see Sections 3.1 and 3.2 of
this guide on Managing and editing employee access.

Within the portal, service providers will have the ability to take the following actions as they relate to their
business and employee management:

e Request new business relationships

e View or cancel pending business relationship requests

e View rejected business relationship requests

e Act on behalf of a client when a business relationship is approved

e Assign clients of their active business relationship to client groups

e Manage employee access, and assign employees to clients or client groups

e Keep arestricted view-only access of expired business relationships

Note:

Only a service provider can initiate a business relationship. It is their responsibility to send a request to
their client.
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Prior to performing transactions on behalf of their clients, service providers must initiate the relationship by

sending a business relationship request to their client. This process is detailed in the following section
below.

4.5 Requesting access to a client (for service providers)

All service providers must first establish a business relationship with their clients to be able to transact
within the CARM Client Portal on their behalf.

7

Once a relationship is established, the service provider will be able to assign its employees to the clients
accounts in order to carry out the activities agreed upon in their service contract.

To request a business relationship, a Business Account Manager (BAM) or a Program Account Manager
(PAM) will have to:

1. Search for the client’s business account by entering the client’s business number.

Create business relationship request

Comy lete this Torm o request access 1o 2 business a a third paorty

Find a business

* Business number (BN%) (maximum % charactors) (required)

2. Provide a meaningful comment to justify the request and send the request.

| Specify why you need access

* Comments (maximum 256 characters) (reguired)
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The additional comments will help the BAM or PAM of the importer’s account to identify if the business
relationship should be granted, as well as the level of access that the service provider needs. Failure to
provide a meaningful justification may result in a rejected request.

Once the request for the Business Relationship has been submitted, there are three possible statuses that
service providers will see:

1. Pending request: A business relationship request will remain in a pending state until the client
either approves or rejects it. Note: The BAM or PAM of the service provider may cancel the request
at any point while it is in a pending status.

2. Rejected business relationship request: A business relationship request can be rejected by either
the BAM of the client, or the PAM requesting it. Note: Requests can be re-sent, but the original
rejected request must first be cancelled by the service provider before a new one can be sent.

3. Approved business relationship request: An approved business relationship will automatically grant
access to the delegated client account.

Note:

e If the client approves a relationship as a business management relationship, all the BAMs of the
service provider will automatically be assigned as third-party BAMs (pBAM)

e |[f the client approves a relationship as a program management relationship, all the BAMs of the
service provider will be assigned as third-party PAMs (pPAM) for the delegated client program
account(s)
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5. Managing business relationships from the importer’s point of
view

5.1 Managing business relationships

For an importer, managing a business relationship with a service provider is a similar process to managing
access for employees.

In order for a service provider to be able to transact within the CARM Client Portal on behalf of an importer,
a business relationship must first be established. Only then will the service provider be able to assign its
employees to the clients’ accounts to carry out the activities agreed upon.

In order to grant access to third party service providers, the following steps must be completed:

1. (pre-requisite) Third party service providers request access

Note:

The process for how service providers can request access to their clients is covered in a Delegation of
authority for third party service providers separate section of this guide.

Please see Section 6.2 — Assignhing employees to client and client groups.

When this process has been completed successfully, importers will receive a pending access request from
the service provider that they will be able to action.

The steps that follow outline this process from the importer’s point of view.
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2. Click either Setup my portal or Manage pending third party requests.

3.

Gouvernement
du Canada

Government
of Canada

B

CARM Client Portal

MENU +

Accounts and profiles

of employees and third

Payments

Declarations

Manage your payment « ptions

There are multiple ways to access the Manage
business relationships page:

e Setup my portal
OR

e Manage pending third party requests

formation about co

Test Importer Name (RM0001)
ImporterCompany3084 (549132583)

I+
B
3

Rulings
mmercial account Request, view and manage your ruling
requests
Lall transactions Most requested
Status o Upload a document
e pen

If you select Setup my portal, you will be taken to this screen. Click on Manage my business

relationships.

CARM Client Portal
MENU «

Home

Setup my portal

Manage the access of this portal account.

Services and information

Test Importer Name (RM0001)
ImporterCompany3084 (549132583)

2 Upload adocument | & Notifications | G Logout

Manage my employees

Manage the access of your employees and

pending requests

Manage my business relationships

Manage the business relationships and

access requests
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be displayed here.
a) If you would like to view additional information about the request, click Details.

b) Click Approve or Reject in the Actions column, if you know the action you would like to take.

CARM Client Portal

MENU + 2 Upload 3 document | & Notifications | G Lo

Manage business relationships

'-73"59‘? the business relationsh PS ang access requests

Return to home dashboard

Click to view requests

— o from a third party Click to view more

details, or to
approve or reject

Pending third party access requests

Filter items

Status Business name Request date Action:

4. Select the Received requests tab. Any third parties that have requested access to the business will
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Note:

If you choose to reject a pending third party request, you will be brought to the below screen. A
justification must be provided in the comments that will be sent back to the third party to view.

CARM Client Portal

MENU 2 Upioad adocument | & Not

Reject business relationship request

Reject this business relationship request. This action cannot be undone

Request details
ImporterCompany8423 (227889992)

Requestor's name Requestor's email

Afrin_FN Afrin_LN

A justification must be
Telephone provided in the comments of
ol the rejection notice
Request comments

9:

* Rejection comment (maximum 256 characters) (required)

X Reject 4= Previous

35



Note:

If you choose to view additional details about the request, you will be able to review comments from
the third party regarding the request and can Approve or Reject from this page.

CARM Client Portal

MENU ~ Upload a document | & Nouf

113
*
7

)

3

Pending third party access request details

Request details

Third party business name

ImporterCompany8423 (227889992)

Requestor's name Requestor's email
Afrin_FN Afrin_LN afrikhan@deloitte.ca
Telephone Request date
9876543210 ext301 2020-10-21

Request comments

User can approve or
reject the request

ef

«~ Previous " Approve X Reject




If you have chosen to approve the third-party service provider’s access, you (as a client) must choose
the Access Type and the Visibility Attributes of the service provider.

a) Select whether the third party should have access to All programs or Specific programs.

b) Select the Transaction Visibility rules for the third party.

c) Click Next.

Approve business relationship: 1. Select access

Approve 3 business relationship request. Make sure 1o validate the information providad by the user before giving access

to your businass

1. Select access 2 Confirm

Request details

Third party business name

ImporterCompany8423

Requestor's name Requestor's email
Afrin_FN Afrin_LN afrikhan@deloitteca
Telephone Request date
9876543210 ext301 2020-10-21

Request comments
“ Click to select the type of
access that will be

Select access to programs
granted

Program name Account number (RM)

Click to select the type of
i i visibility that will be

(] Submitted by importerCompany3084 granted
[0 Submitted by cther businesses

':..ﬁ:: m

Transaction visibility rules @

d) Review the access details that you have assigned to third party.

e) Click Approve to continue or Cancel to exit the process.
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Note:

The service provider will be notified via the CARM Client Portal that their relationship request has been
accepted once the relationship has been approved.

Selected access to programs

Program name Account number (RM) User group

RMO0O01 Business management

Transaction visibility rules @

B Submitted by
Submitted by
Submitted by other businesses

Cm

Preview access details

g
sgi §,§§<
HHHHAREHHEE
‘:5“ ..%=
HEHHHHHEHHE
Business Management e |/
& | @& |&] &) &)L LX | FELL

Note:

If you would like to see step-by-step walkthrough of the process, please review the following video:

o How to delegate authority for a third party service provider in the CARM Client Portal



https://www.cbsa-asfc.gc.ca/multimedia/carm-gcra/portal-portail-r1-3-eng.html

5.2 Edit access for third party service providers

Editing access for service providers is similar to the process for editing access for employees. This action can

only be performed by a BAM.

1. Select Setup my portal.

I*I Government  Gouvernement

of Canada du Canada
CARM Client Portal

MENU + 4
Setup.my portal Accounts and profiles
Manage the access of employess third view informati bout pexs

e arofile

Payments Peclarations

\ ge ! yT I f | I

Je Al

L O I

Financlal information

W the hir on !
SYALET Ir &

3
Rulines
Request, view and manage

equUests

Test Importer Name (RM0001)
ImporterCompany3084 (549132583)

2. Select Manage my business relationships.

Gouvernement
du Canada

Government
of Canada

i+l

CARM Client Portal

Test Importer Name (RM0001)
ImporterCompany3084 (545132523)

MENU +

Setup my portal

Manage the access of this portal account

Services and information

Manage my business relationships

elatonships and

Manage my employees

Manage the access of your employees and business

Manage the

pending request ACCOSS reguests

2 Upload a document

| & Noufications | & Logout
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On the Manage Relationships tab, select Details to view and edit the access type of the service

provider.
I‘l Government  Gouvernement o
of Canada du Canada
CARM Client Portal
MENU + 2 Upioag adocument | & Notifications | © Logous

The Access Type column displays the
relationship that is currently set up with

Manage business relationshig : S .
the service provider (i.e., business

‘.‘&":égi‘ the business relationsh PS ang access reque . .
management relationship or program
toserecisecintees management relationship)

List of business relationships

Search
Status Business name Access Type Actions
e mporterCompany1755(10000 11254 Business management
N e
Active mporterCompany7| 7217 gram management e
< e
Active mporterCon 23(2278899 Business manageme .
s
Active w 345624215 Business manageme e
N .
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4. On this page, you will be able to edit details pertaining to the business relationship, including Expiry
date of the relationship, visibility rules, and access type. Click Edit to adjust these details as

required.

. - Government
of Canada du Canada

t
CARM Client Portal

MENU ~ 2 Ugioeg s gocument | & Noutcations | O Looowt

Business relationship details

usiness relationship detalls established between your business and your client’s business

.‘?.IiiL".’:‘.’.i,?f‘““"’ The option to put an expiry date on a
R business relationship will only be possible
after accepting the initial relationship
request. By default, no expiry will be set.

Requestor name -
} Farmily 2

Expiry date

Business Settings

Transaction visibility rules @

Access Summary Fdis
o-
s -
> = =
$ € 2 3
- 3 =
$lz2121| 2 g Elz| &
=3 c - € > - o K- -
- | ] 2 < E : X | € £ * ~
€ b & g ~ < ] < 5 - S
sl s|5(2|B|2|2|512|2]3
s|3|a|&|E|E|E|F| 2| &)
srens Mansgement @ | s
- e - @ - @ ”~ @ - < - ” 4 -
Legend
x -
@D Re
7 Eon
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Note: Expiring a business relationship

e All employees including the BAM of the service provider will lose all access to the client’s
program accounts, and visibility attributes will be automatically removed.

e A business relationship can be re-established between the service provider and client, but re-
establishing a business relationship after it is expired will not retrieve the previous configuration
(access type and visibility attributes) of the relationship, nor the user roles and client group
structure the service provider had for the client.

Note: Updating the access types of a service provider
If a client upgrades a relationship to business management:
e All the BAMs of the service providers that have been acting as pPAMs, are promoted to pBAMs.

e All the employees associated to a client group containing the updated client automatically gain
access to all the programs per their group role (see section 6.3 for more information on client
groups).

If a client downgrades a relationship to program management:
e All the pBAMs of the service provider are demoted to pPAMs.
If a client removes a program account from a business relationship:

e All service provider employees lose access to the removed program(s).
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6. Delegation of authority activities for third party service

providers

Once the business relationship has been granted by the client, only the pBAM or pPAM will have access to
the client’s account.

There are two ways to provide access to the service provider employees:

1. By assigning an employee to a specific client, or

2. By assigning the employee to a client group for bulk access management.

These processes are covered in further detail in the below sections.

Note:

To view these process steps around both managing and editing employee access please reference the
following sections in this guide:

e Managing employee access to your business account

e Editing employee user roles
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6.1 Creating client groups

Creating client groups is a portal function that is available to service providers only. Creating groups is a
helpful way for customs brokers or trade consultants with a large number of clients to manage and organize
their relationships. This gives pBAMs the ability to assign their employees to whole client groups, instead of
needing to individually assign employees to various clients.

To create a client group, follow the below steps:

1. From the Setup my portal page, click Manage my client groups.

e
CARM Client Portal ImperterCompany 1084 (54911258)) °
MENU » 2 Uoloed a docement | & Natthcations | O Logout

Setup my portal

NManage his portad accoumt

Services and information

Manage my stnployees Maoage my business relationhios Manage my cllent groups

pentling request

2. Click Create client group.

MENU + 2 Usicadadocument | & Notificato -

Manage client groups From this screen, BAMs can:
Create and manage the group of clients

e View and edit all created client groups

Return 10 home dashboard

i e et e e Manage an employee’s assignment to a
client group

Clients assoclated to groups

Filter tems
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3. Input a Group name.

4. Select the clients that you would like to add to the group from the list of Available clients and click
Add to move these clients to the To be added box.

Note:

There are no restrictions on the maximum number of client business accounts that can be included
within the same client group.

5. Click Create group.

.

Create client group

Create a chent group of your business relationships. A chent’s business account and its program accounts can only be
part of one chent group at 2 time
* Crrap namve (regusred |

Available clients @ * Tobe added @ x

Search Viver vams
O Barrers nave Bunimens murder O Burmery marre Purirers rumher
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Note:
To be considered available a client business account must:

e Bein an active business relationship
e Not be associated to another client group set up by the service provider

A client business account can be associated with multiple client groups throughout all the service
providers within the CARM Client Portal.

6.2 Assigning employees to clients and client groups

To give employees access to a client’s account, the BAM or PAM must also be a pBAM or pPAM for the
client.

A service provider PAM must also be assigned as a pPAM for each client to also be able to delegate access
of an employee to a client’s account.

Note:

Giving (and removing) access to a service provider’s employee for an individual client business account
is done the same way as managing employee access under the service provider’s business account. To
view these process steps around both managing and editing employee access please reference the
following sections in this guide:

e Managing employee access to your business account

e Editing employee user roles

Note:

Remember that the service provider BAMs and PAMs can always see requests and transactions its
employees have submitted.
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For service providers with a large number of clients, it is recommended that users manage employees’

access through the client group function.

The steps below outline the process to assign employees to client groups:

1. Select the Employees tab from the Manage client groups page.

2. Click the Edit access button.

Note:

You can use the check boxes on the left to select multiple employees at one time.

Manage client groups

& and manaae t

Clientt groups Employees Process requests

Employees associated to client groups
Filser ibems

All Name Email

Bob 103 Lastame!

Actions

Jm b

CARM Client Portal

MENU + b 3 oad & docume & Notifea

G

Note:

The service provider BAM already has access to all client business accounts. As such, only a PAM, Editor,

or Reader can be assigned to a client group by a BAM.
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3. The below pop-up screen will display. Locate the client group that you would like to assign the
employee to from those listed under the Group name column.

4. Click Select.

Seloct o client group

5. Select the role that the employee should be granted in relation to the client group from the drop-
down menu.

6. Click Next.

CARM Client Portal

MINU » & Usmatamcanes | & nutases | O Ll

Edit access to employee(s): 1. Select access

Manage the acoers oF 1% saiecind ampinyes(y

Selected employees
Norve ek

Bun (70 Lommane 11 seggriiee (e rore

Select access

iy e

Ll BEE




7. Review the assigned role and access summary on the confirmation screen that appears.

8. Click Save changes to assign the employee to the group or Cancel to exit the process.

Selected access to group

Group
Eastern Cllents

Role
Program Account Manager

Access summary

Program
Finances

© | Business relationship
security

x | Organization
N\ | User access
\ | Payments

\
®
N
N

\ | Declarations
N\ |Rulings & Appeals

l Eastem Chents

The below visual depicts how user roles are assigned to employees acting on behalf of a client group.

Customs Broker
i l
¢ \
W v
Client Group 1 Client Group 2
ANMANA AAAN AAANA AAANA
1° e 1° e
Importer 1 Importer 2 importer 4 Importer 5
ne i
Importer 3 importer &
/T\ ,1\
Employees in group have '

the same user role for all
clients in the group &

Employees

m
g
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6.3 Adding and removing clients from groups

Clients can easily be added or removed from client groups as needed.

From the Manage client groups screen, click on Edit beside the client group that you would like to
make adjustments to.

Manage client groups

Create and manage the group of clients.

Return to home dashboard

Client groups Employees Process requests

Clients associated to groups

The group has been
successfully updated.

Filter teens
Name Actions
Eastern Clients ( X
- B
North Western Clients 7 X
e D
Westarn Clients ( X

lwrs
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2. If you would like to add a client, select the client(s) from the Available clients list, and click Add.

Edit client group: 1. Select clients

Edit a client group of your business relationships. A client's business account and its program accounts can only be part

of one client group at a time

1 Sedact clients 2. Confirm

* Group name (required)

Vestern Clents

Available clients @ & Aad To be added @ % Cle
Search v Filter items
O an Business name Business number Oan Business name Business number
‘ ] mMportes ary 3084 49132583

Note:

Adding a client to a group will automatically give access to the employees associated with this group
according to the default roles they were assigned for the client group.

From the Manage my employees page it is possible to:
e Update the user role of your employees against the client group

e Override the default role by managing the employees’ access for a specific business and
program account

51



3. If you would like to remove a client from a group, scroll lower on the same page. Select clients from
the Grouped clients list and then click the Remove button.

Grouped clients @ = Ramove To be removed @ X0
Search - Filter iterms
O an Business name Business number O an Business name Business number
ImporterCompany 3084 549132583
ImporterCompany&991 24311723
Note:

Removing a client from a group removes access for employees associated with that client’s business
account, with the exception of BAMs. This action cannot be undone.

4. In both instances (adding or removing a client from a group), you will need to click Next at the
bottom of the screen. You will then be directed to a Confirmation page. The example for adding
clients is displayed below. Type CONFIRM in the box.

5. Click Save changes.

Confirmation

page

© Adding clients to an existing group

Adding a client 10 a group will automatically glve access to the employees assodiated with this group according to the default roles mentioned
above. You can overrice the default rofe by managing employee access for 2 specific business and program account in the ‘Manage my employees

* Yo confirm thia, type "CONFIRM" (required

‘rfr';L‘l: ':i"-. -
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6.4 Deleting a client group

Deleting a client group removes the association of its employees and clients from the group. Any

employees that were associated with the client group will lose access to all the clients’ program account(s)

within the deleted group.

Once deleted, the client business accounts that were associated with the group will once again be available

to be associated with a new or different client group.

Note:

Deleting a client group is an action that cannot be undone.

1. From the Manage client groups page, click Delete beside the group that you would like to remove.

Manage client groups

Create and manage the group of clients

Raturn to home dashboard

Client groups Empioyees Process requests

Cllents assoclated to groups

Filter ttams

Name

The group has been
successfully updated.

Actions
€ X
/ X
A -3
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Type DELETE in the box to confirm the action.

Click Delete group.

Delete client group

Deleting a client group will dissociate all the clients from this group.

Group name

Clients

Business name

Confirmation
!

.. Employee access clients

Al emiployess assotialed to this group w

This actian cannot be undone

* To confirm this, type "DELETE" (required)

X Delete group Cancel

Business number

Ose Lheir aCcesa Lo the clients” program account(s) with Lhe exception of Business

ALLo

mnt Managers

54



6.5 Client group process requests

Because some client groups may contain thousands of program accounts, updating a group could require
the processing of hundreds of thousands of system transactions, including updates to the user roles of a
service provider’s employees. As such, delays are a possibility.

CARM Client Portal

MENU = a L )
Manage client groups

(vent grrvagn Finphoyess Frocess requests @)

iidl Operation type Group nerme Lrttiatoe Viwtu Renuested On

The process request table located on the Manage client groups page allows service provider BAMs to
monitor if any operations may be pending, failed, or completed.

e System ID: Generated ID that is helpful if technical support is required
e Operation type: Describes the operation requested in the system

e Group name: ldentifies which group is impacted by the operation

e Initiator: Identifies which user triggered the operation

e Status: Identifies the current stage of the operation

e Requested on: Displays date and time that the operation was initiated

Note:

If you would like to see additional information on managing client groups, please reference the below
video:

e How to manage a client group in the CARM Client Portal


https://www.cbsa-asfc.gc.ca/multimedia/carm-gcra/portal-portail-r1-5-eng.html

