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Purpose of this guide

This guide will explainthe process for setting up individual and business accounts in the CARM Client Portal.
This includes the detailed steps to be followed foraccessing the CARM Client Portal eitherthrough a GCKey
or Sign-In Partner, registering for multi-factorauthentication and setting up user profile.

Important note:

Itis important that users log in to the CARM Client Portal on a regular basis. For security purposes, user
accounts created in the CARM Client Portal will be deactivated after 180 days of inactivity.
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1. Onboarding to the CARM Client Portal

1.1 Overview

The CARM Client Portal will serve as the primary hub for accounting and revenue management with the
CBSA. Release 1includes basic functionality in the portal that will allow users to easily set up their individual
and businesses accounts, and beginto familiarize themselves with the portal in advance of the full
implementation of CARM at Release 2.

To onboard to the CARM Client Portal, users will complete the following processes:

Step 1:
Log in to the portal using either:
Option A - Sign-In Partner (a financial institution with which you have set up online credentials)

Option B - GCKey (a unique Government of Canada credential that you can create)

A

Step 2:
Register for multi-factor authentication

¥

Step 3:

Create your personal profile

.

Step 4:
Complete the first time setup process by choosing either:
Option A: Register a business

Option B: Request access to an employer



1.2 Accessingthe CARM Client Portal

To access the CARM Client Portal, individuals must first open the CBSA webpage, the linkto which can be
found below:

Click here to access the CARM Client Portal

Upon launchingthe CARM Client Portal, you will see the CARM Client Portal home page. This page has
many resources available to you that do not require logging into your portal account.

Important note:

Existingimporters and customs brokers can onboard to the CARM Client Portal by followingthe stepsin
this userguide. Trade consultants may do so by contacting the CBSA at 1-800-461-9999.

o
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https://www.cbsa-asfc.gc.ca/prog/carm-gcra/menu-eng.html

In order to create and/or access your portal account, go to the Log in to the CARM ClientPortal link under
Services and Information.
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Note that in order to access all available features of the CARM Client Portal, individuals and businesses
must first go through the initial setup process. Once you have selected the Log in to the CARM Client Portal
link, you will be taken to the CARM Client Portal access page where you will be prompted to login using
one of the followingoptions:

e Continueto Sign-InPartner
e Continue to GCKey

Steps for loggingin using both methods are detailed onthe following pages.



Curious to learn more about the CARM Client Portal Login process? Reference the following
walkthrough video:

e How to Create Login Credentials in the CARM Client Portal
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Access the CARM Client Portal

Option 1

Continue to Sign-in Partner

e Use the same sign-in information you use for other online services (for example, online
banking).

« If you have a joint bank account, only one of the two people can register for CCP with the shared
account. The second person must use a different Sign-In Partner account or create a GCKey
account.

» None of your information (for example, financial, banking) will be shared with CBSA. Your Sign-
In Partner will not know which government service you are using.

 You will temporarily leave the CBSA site to use your Sign-In Partner.

» View list of Sign-In Partners

Option 2

Continue to GCKey

* Sign-in with a GCKey user ID and password if you do not use one of the Sign-In Partners.

» Register for a GCKey user ID and password if you do not have one.

» Your GCKey user ID can be used to access other Government of Canada departments and
agencies. GCKey user IDs created on other federal government sites can be used on CBSA.

« If you have forgotten an existing GCKey user ID you will need to create a new one.



https://www.cbsa-asfc.gc.ca/multimedia/carm-gcra/portal-portail-r1-1-eng.html

1.3 Logging in with a Sign-In Partner

The Sign-In Partner option allows usersto login through the web portal of theirfinancial service provider.
Sign-In Partners are financial institutions and banks that have partnered with SecureKey Technologiesto
enable theircustomers to use theironline credentialsto log into other secure sites.

Allindividuals and businesses who use this option must have a pre -existing account with the selected
partner.

Afterselectingyour Sign-In Partner from the list of available institutions, you will be directed to the
Partner’s sign-in page to login using your credentials.

The full list of available Sign-In Partners can be found by clicking the followinglink: List of Sign-In Partners

J Government Sign-In
ey Verified.Me

Help FAQ ContactUs  Switch My Sign-in Partner Frangais | F_x'\t‘

Select Sign-In Partner

By selecting a Sign-In Partner, you are agreeing to the Terms and Conditions and Privacy
Notice of Government Sign-In by Verified.Me

The Government Sign-In by Verified.Me® brand will soon undergo an update.

You might notice 3 brand update to Government Sign-In by Verified Me as Interac Corp. has acquired the exclusive rights for SecureKey
digital identity and authentication services in Canada. For you, nothing changes. You can continue to rely on the same secure sign in
service with the financial institution that you have used for many years.

Affinity svo @ Saisse

CI Bc o 2 coastcapital gﬂqm(? uS O Desjardins
lero BaNK - Scotiabank
A simplii E
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https://www.canada.ca/en/revenue-agency/services/e-services/cra-login-services/sign-partners-help-faqs/using-a-sign-partner.html

1.4 Loggingin using an existing GCKey

A GCKey is a unique credential that protects your communications with online Government programs and

services.

On this page, you will have the option to sign in usingan existing GCKey, or you may create a new one.

Francai
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Definitions Frequently Asked Questions (FAQ) Help

Home = Sign In/ Sign Up

Welcome to GCKey

Sign In Simple Secure Access
Username: (required) A simple way to securely access
Government of Canada online services
Username 1

One username

Forgot your username?
One password

Password: (required)

Password Sign Up

Forgot your password?
Forgot your password? Your GCKey can be used to access multiple

Government of Canada online Enabled

Important note:

While you may use existing GCKey credentials from certain other Government of Canada portals, note
that some exceptions (such as MyCRA) may apply. If this is the case, you will need to create a unique
GCKey to access the CARM Client Portal.



1.5 Creating a new GCKey

To create a new GCKey, follow the steps below:

1. Click on the Sign Up button.

Home = Sign In/ Sign Up

Welcome to GCKey

Sign In Simple Secure Access

Username: (required) A simple way to securely access

Government of Canada online services
Username

One usemame
Password: (required) One password

Sign Up
Forgot your password?
N Your GCKey can be used to access multiple

Services.

2. If you agree withthe Terms and Conditions of Use afterreading, click the I accept button to
continue.

Definitions Frequently Asked Questions (FAQ)

Home = GCKey Sign Up Step 1 of 4

Terms and Conditions

Terms and Conditions of Use

In return for the Government of Canada providing you with a GCKey, you agree to abide by the following
Terms and Conditions of Use

« You understand and accept that you are at all times responsible for your GCKey Username,
Password and Recovery Questions, Answers and Hints. If you suspect that others have obtained
them, you are responsible for revoking your GCKey and obtaining a new cne with a new Username
and Password

« You understand and accept that the Government of Canada can revoke your GCKey for security or
administrative reasons

« You understand and accept that the Government of Canada disclaims all liability (except in cases of
gross negligence or willful misconduct) in relation to the use of, delivery of or reliance upon the
GCKey service. More details can be found in our Disclaimers

By selecting the | accept button, you are accepting the GCKey Terms and Conditions as stated above
You can choose to not sign up for a GCKey by selecting | decline to end this process

| accept | decline




3. Create your username as per the specifications providedin the Username Checklist and click the
Continue button.

Terms and Conditions Username
Create Your Username - Bac
Your username must conlain at least eight characters and be unique to you. When creating your Privacy
Username, we recommend that you:
= make your Username easy for you to remember and hard for others to guess; Please keep your Username secure. For
= avoid using personal information such as your name, Social Insurance Number (SIN), mailing more information on how your privacy is
address or email address; protected, please refer to our Privacy Notice
« always keep your Usemname secure and do not share it with anyone.
Create Your Usemame: (required) Username Checklist

* Minimum 8 characters
* May contain
= capital letters (A - Z),

Clear All Cancel o Jower{ase leliers (a. 3 Z);. e o
French characters (00(yadaeceddsio

ceUOUYAZEGEEEENOE)

digits (0 - 9); and

special characters: $ % * ? 1 {}~" 7/

1&* -0l

Please select Continue to proceed or click Cancel to end the Sign Up process

4. Create your password as per the specifications provided in the Password Checklist and click the
Continue button.

Terms and Conditions Username

Create Your Password « Bach

Your Password must be at least 12 characters and must not contain your username

Privacy

Create Your Password: (required;
req ) Please keep your Password secure. For more

eeeccsscsceesonse information on how your privacy is protected
pleasa refer to our Privacy Notice
Confirm Your Password: (required)
T Password Checklist
Please select Continue to proceed or click Cancel to end the Sign Up process ¢ Minimum 12 characters

« Does not contain your Username

Date modified: 2020-09-01

About Transparency News Contact Us




Important note:

Throughout each step of this process, some indications will be provided at the right side of the screen
(e.g., username and password checklists, recovery questions and answers guidance, etc.). It is important
you pay attentionto these.

5. Create your recovery questions and click the Continue button.

Create Your Recovery Questions, Answers and Hints

Your Recovery Question, Answers and Hints are used to help you if you forget your Password. Please
complete all the required fields below to continue the Sign Up process.

Privacy

Please keep your Recovery Question
Select a Recovery Question: (required) Answers and Hints secure. For more
information on how your privacy is protected
please refer to our Personal Information
Collection Statement

Please select a question v

My Recovery Answer. (required)

My Memorable Person: (required) e

Your answers must contain at least three
characters and contain no special characters
(for example: %, #, @). Your hints must
contain at least three characters and may
contain letters, numbers and the following

My Memorable Person Hint

My Memorable Date (YYYY-MM-DD): (required) punctuation characters: apostrophe (')
comma (,), dash (-), period (.) and question
mark (?)

My Memorable Date Hint:

Please select Continue to proceed or click Cancel to end the Sign Up process.

6. Clickthe Continue button on the confirmation page to finalize the process.

Home = GCKey Sign Up Complete

GCKey Sign Up Complete

You have successfully created your GCKey.

Privacy

Your Userame is: CDCTest1

Please keep your Username secure. For
more information on how your privacy is
protected, please refer to our Personal
Information Collection Statement

Please select Continue to leave the GCKey service and return to the Government of Canada online

service.
Continue




1.6 Registering for Multi-Factor Authentication

Once you have signed in using eithera Sign-In Partner or GCKey, you will be taken to the multi-factor
authentication registration page.

To use the CARM Client Portal, you will automatically be promptedto registerfor multi-factor
authenticationif you have not previously completed the registration process.

1. On the multi-factorauthentication registration page, enteryour email address in the fields
provided:

MFA Registration

Secure Your Account

CBSA is committed to protecting your personal information. To improve privacy and security, you have to register for multi-factor authentication. This mandatory new
step is an enhanced security measure for your Government of Canada (GC) online account.

To register, you have to use a valid email address. A security code will be sent to the email address you provided.

Email Address:
Re-type Email Address:

("] Check this box to indicate that you have read and agree to the following:

Multi-Factor Authentication Privacy and Consent Statement

Important note:

Multi-factor authentication for the CARM Client Portal only uses email at this time. Multi-factor
authentication passcodes cannot be sent by text message.

13



2. Check the boxto indicate that you have read and that you agree to the multi-factorauthentication
privacy and consent statement. It is recommended that you click the link below it to read it first.
Then, click Continue.

Check this box to indicate that you have read and agree to the following:
¥ Multi-Factor Authentication Privacy and Consent Statement

CBSA is committed to protecting your personal information. To improve privacy and security, you have to
register for a multi-factor authentication.

This mandatory new step is an enhanced security measure against an unauthorized access to your business
account associated with the commercial portal(s).

You have to provide a valid email address, which will be shared with a third party (2Keys), so they can send you
an email with a security code for the second factor authentication.

If you:

« have read the above statement completely,

« understand that Canada Border Services Agency will protect your personal information in accordance with
the Privacy Act,

« understand that your personal email address will only be used for sending you the security code by 2Keys
for in-transit data transmission,

« your email address will not be permanently stored by 2Keys once the security code is sent, rather your
email address will be deleted permanently,

« allow Canada Border Services Agency to disclose your personal email information to 2Keys, and

« you would like to proceed with the MFA registration,

please check the box above.

Note: As a consequence of withholding the consent, you will not be able to access the commercial portal(s).

3. Check your email for a one-time passcode. The passcode is a six-digitnumber.

Verify Your Login

Your one-time passcode to log in to your Government of Canada
service is:

209449

This email was sent to tcp@tcp.tcp

You received this email because you signed up for a Government of
Canada login account.

For more information or if you received this email in error please visit:
https://www.cbsa-asfc.gc.ca/eservices/multifactor-help-aide-
multifacteur-eng.html




4. Enter this passcode in the Security Code field. Then, click the Submit button.

Multi-factor authentication

Enter One-Time Passcode
We have sent you a security code to your email address:tcp@tep.tcp

Security Code

209449

If you did not receive the one-time passcode, you may request it again. The CBSA will resend the passcode to the email address you previously provided

Resend

Important note:

If you receive an email with a passcode and you did not try to log into the CARM Client Portal, it might
mean that your GCKey or Sign-In Partner password has been compromised. You should investigate and if
necessary, change your password.

Important note:

The multi-factorauthentication passcode changes each time you try to log into the CARM Client Portal,
and each time you pressthe Resend button. Always use the most recent multi-factorauthentication
passcode that was sent to you.

Important note:

Some e-mail domains, especially company domain names, are taking longerto receive the email with
the one-time passcode. This delayis causing the passcode to be received outside of the validity period
which rendersitinvalid.

If you are receiving your passcode outside of the range of validity and then an expired passcode reject
thereafter, please have yourcompany IT department review thisinformation and have the following
email address be recognized as trusted if possible:

CBSA-ASFC@auth.canada.ca

Otherwise, update the email address that you have registered with to a different email address (for
example an email address not linked to the company).

15


mailto:CBSA-ASFC@auth.canada.ca

5. The registration screen willinform you of successful registration for multi-factorauthentication.

MFA Registration Successful

© You have successfully registered for multi-factor authentication.

You will now be prompted to request and enter a new security code each time you access your Government of Canada online account with GCKey.

Continue to CARM Client Portal

If you click Change MFA email, you will need to repeat this process. If you click Continue to CARM
ClientPortal, you will be taken to the Terms and conditions of use page.

6. Clickthe Accept Terms button to continue.

l . Government  Gouvernement
of Canada du Canada

Terms and conditions of use

Read the following information as it contains important information regarding the portal's privacy statement, scope and

prerequisites to use it

CARM Client Portal Privacy Statement and Terms and Conditions of Use

PRIVACY STATEMENT
The CBSA is committed to protecting privacy rights, including safequarding the confidentiality of information provided
by individuals and Trade Chain Partners. For more information with respect to CBSA'S privacy practices governing
online activities please access the Privacy Notice here
The CBSA developed the CARM Client Portal to facilitate electronic communications, accounting of imported goods
and payments of duties, and the posting of iInformation to iImporter and other trade chain partner’s accounts, The

CARM Client Portal has many seif-serve functions that allow trade chain partners to delegate access to their

sactiidlocas
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Important note:

If you encounter challenges using the multi-factor authentication, review the Multi-factor
Authentication Help for Secure Online Services page for more information.

If, afterreviewingthe information, you are still havingissues, contact CARM Client Support Helpdesk
using the link on the CARM webpage shown below.

CARM: CBSA Assessment and Revenue Management project

From the Canads Border Servics

yices Agency
. acal Services
The Canada Border Services Agency (CBSA) Assessment and Revenue
Management (CARM) project is & multi-year initiative that will * Llenlrond
. wv 1He tracdie cominy NIy & AN

transform the collection of duties and taxes for goods imported into How NS Irage Communily can
Canada. Through CARM, the CBSA will modernize and streamline the nrenare

. - a . » Client sunoort
process of importing commercial goods SUSITL SV RN

Ll Ao wd il

Benefits

Once fully implemented, CARM wi
o smplly the overall importing process
o provde a modern interface for IMPOrung INto Canada
* gwve iImporters self-service access 1o their informatior

* reduce the cost of importing into Canada



https://www.cbsa-asfc.gc.ca/eservices/multifactor-help-aide-multifacteur-eng.html
https://www.cbsa-asfc.gc.ca/eservices/multifactor-help-aide-multifacteur-eng.html
https://www.cbsa-asfc.gc.ca/services/carm-gcra/support-eng.html

1.7 Logging in with Multi-Factor Authentication

Once multi-factorauthentication has beenset up, whenyou login to the CARM Client Portal (usingeither
the Sign-In Partner or GCKey option), you will be taken to the Multi-factor authentication page. It will
informyou that a security code has beensent to your email address.

1. Onthe Multi-factor authentication page, click the Continue button to send the security code to
your email address.

Multi-factor authentication

Retrieve a security code

We will send you a security code to your email address:tcp@tcp.tcp

Continue

2. Check your email for the one-time passcode, whichis a six-digit number.

Verify Your Login

Your one-time passcode to log in to your Government of Canada
service is:

974519

This email was sent to tcp@tcep.tcp

You received this email because you signed up for a Government of
Canada login account.

For more information or if you received this email in error please visit:
https://www.cbsa-asfc.gc.ca/eservices/multifactor-help-aide-
multifacteur-eng.html
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3. Enterthe passcode receivedviaemail in the Security Code field. Click Submit to continue.

Multi-factor authentication

Enter One-Time Passcode

We have sent you a security code to your email address:tcp@tcp.tcp

Security Code
974519

If you did not receive the one-time passcode, you may request it again. The CBSA will resend the passcode to the email address you previously provided.

Resend

Important note:

The multi-factorauthentication passcode changes each time you try to log into the CARM Client Portal,
and each time you press the Resend button. Always use the most recent multi-factorauthentication
passcode that was sent to you.

4. If you enteredthe correct passcode, the message Multi-factor authentication successful will be

displayed.

| © Multi-factor authentication successful.

19



If you click Continue to the CARM Client Portal, you will first be taken to a page that shows the Terms and

conditions of use page. Click Accept terms to continue.

Bol o T

Terms and conditions of use

Read the following information as it contains important information regarding the portal’s privacy statement, scope and
prerequisites to use It

CARM Client Portal Privacy Statement and Terms and Conditions of Use

PRIVACY STATEMENT

The CBSA is committed to protecting privacy rights, including safeguarding the confidentiality of information provided
by individuals and Trade Chain Partners. For more information with respect to CBSA's privacy practices governing
online activities please access the Privacy Notice here,

The CBSA developed the CARM Client Portal to facilitate electronic communications, accounting of imported goods
and payments of duties, and the posting of information to importer and other trade chain partner's accounts. The
CARM Client Portal has many self-serve functions that allow trade chain partners to delegate access to their

Accept Terms 1 DO NOT Accept
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1.8 Creating your personal profile

When you firstlog in to the CARM Client Portal (using eitherthe Sign-In Partner or GCKey option), you will
be promptedto create your personal profile. Your personal profile contains your contact details, as well as
settings and preferences.

Create your personal profile

Your contact details w be used 10 communicate important updates

User information

* First Name (re

Contact Information

* Telephone number(including area code) (require

Settings and Preferences

* Receive e-mails about notifications (required)

* Preferred language (required)

To learn more about subscribing to email notifications, see Section— Setup of notifications.

Note that you will be able to update thisinformationin your Account Settings at a latertime if required.

21



Once you have added your personal information and have identified your preferences for notifications and

preferred language, you will be prompted to create security questions and answersfor subsequentidentity

verification attempts.

Security questions

* Question 1 (required)

* Answer 1 (required)

* Question 2 (required)

* Answer 2 (required)

* Question 3 (required)

* Answer 3 (required)

Create Profile

Version 0.1.55

Your selected questions and answers will be used for identity verification wi

hen calling the CBSA pho

€ SUpport in reégards to activities on this account

22



1.9 Linking your individual account to a business account

Afteryour profile creation, you will be greeted with the First time setup page, from which two options will

be available: Requestaccess to my employer, or Register my business.

First time setup

Request access to my employer

registered business?

Find a business

f* Business number (BN9) (maximum 9 characters) (required)

Are you an employee who needs to be associated to your employer's

You will need to know your employer's 9-digits business number (BN9).

Register my business

manager who wants to use the
commercial client portal for your
business?

You will need to have access to
privileged information for this
process.

Register my business

1. Request access to an employer

This optionis intended foremployees who wishto requestaccess to a businessaccount that is already

registered on the portal. Employeeswill be asked to enterthe Business Number (or BN9), and to provide a

reason for requesting access.

First time setup

Request access to my employer

registered business?

Find a hicinace

|* Business number (BN9) (; 9

100001254

Found match

Business operating/trade name
ImporterCompany1755

Snecifv whv vou need access

s) (

I 2% s) (req
| s ke is requirea.

)

Are you an employee who needs to be associated to your employer's

You will need to know your employer's 9-digits business number (BN9).

Register my business

Are you a business account
manager who wants to use the
CARM Client Portal for your
business?

You will need to have access to
privileged information for this

process.

l Request Access
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2. Register your business

This optionis intended forauthorized users with access to privilegedinformation and will allow the userto
set up and complete registrationfor a business on the portal.

Itis important to note that the user who completesthe registration of the business on the CARM Client
Portal will automatically become the associated Business Account Manager (BAM), or the person with
ultimate account authority. A business account can only be registered once, but its Business Account
Manager can assign other usersa BAM role (or other user roles) through the employee management page.

To learn more about the role of the Business Account Manager as well as the Delegation of Authority
process, review the following guide:

® User guide — Delegation of Authority

Upon clicking Register my business, you will be greeted with the following screen that details the business
linking requirements:

Francais
I * Government  Gouvernement
of Canada du Canada
CARM Client Portal
MENU + Personal profile | G+ Logout

Home - Setup my Portal

Business linking requirements

To link your business to the portal you will need a Business Number (BN) and an import-export program account (RM).

A Business Number is a 9-digit number assigned by the Canada Revenue Agency (CRA). It is the standard identifier for
businesses and is unique to a business or legal entity.

It is a 15-digit number assigned by the Canada Revenue Agency (CRA), made up of the 9-digit business number followed
by a 6-digit alphanumeric number used to identify the business import-export accounts (e.g., 123456789RM0001).

An example of a Business Number RM account

Business number Reference number
123456789 RM| 0002

Program identifier

To find out how to register for both a business number and an import/export program account, go to How to register for

a business number or Canada Revenue Agency program accounts. If you are a Non-Resident, please contact your
designated Non-Resident Tax Services Office.

If you already have a Business Number RM account, click next to continue linking your business.

4= Previous MNext=»
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You will then be required to enter the business number and program reference number, as shown below:

Enter your business number and program reference number

* Business number (999999999) (required) @

* Importer program reference number (RM1234) (required) @

’RM

O L, Liviu Family, certify that I am hereby authorized to act on behalf of the business to conduct
trade activities with the Canada Border Services Agency (CBSA)

e

Important note:

If you do not have a Business Number (BN) or Program Reference Number (RM), you will be required to
obtainthese through the Canada Revenue Agency. Please visit the followinglink to do so:

CRA Business Number Registration Page
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Input your businessinformation. Ensure it is identical to the information that the Canada Revenue Agency
(CRA) has on file aboutyour company. You will get an error message if you input anything differentfrom
the CRA’s information.

Click Next to continue.

Validate your business information

Fill in the fields below to validate your business. If you encounter errors, make sure you have entered the exact lega
entity name for your business.

1f you are a sole proprietor, use your personal legal name [for example, Jane Doe). In all other scenarios, you should use
the legal corporate name of your business (for example, ABC Incorporated).

Business number
123456158

* Legal entity name or Operating name [max. 175 characters) :'qui'uﬂ:o

Legal entity address details

Enter the physical or mailing address of the legal entity (BND) that is currently on file with the Canada Revenue Agency
(CRA).

P.O bow/RLR
* Address Line 1 (required)

hddress Line 2
* Country [required)

Province/State

* City (required)

Postal/Zip Code

4= Previous Mt =
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You will need to answer one or more questions about your account:

e The date (MM/YYYY) and the balance of a Statement of Account (SOA) withinthe last six years of
the current date

e The date (MM/YYYY) and the exact amount of a paymentthat has been applied to your account
within the lastsix years of the current date

e The transaction number and the total amount of duties and taxesfor an importaccounting
transaction accepted by the CBSA within the last six years of the current date

You can find the information to answer these questions on a Daily Notice or Statement of Account that

is up to sixyears old. You can get these from your broker if you do not have them already. Your answers
must be identical to what is in these documents. Enter it with only usingnumbers and decimals. Do not

use dollar signs or commas.

Selectthe question(s) you will answer from the pull down menu(s) provided. See below for examples of
each of these three questionsand how to answer them. (The screenshot below shows two questions
beingasked.)

Validate your transaction information

Answer the following question(s) for the identified program account. If you encounter errors, make sure you have
entered the appropriate answer.

Business number RM account
123456158RM0001

* Question 1 (required)

Select a question -

* Question 2 (required)

Select a guestion -

4=Previous MNext =
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Question: SOA balance from last 6 years

Enter the date of an SOA from the past six years, then enterthe balance of that SOA in the space provided.

Balance of a Statement of Account (S0A) back to 2016-10-17 hd
* Statement of Account (SOA) Date irequlredjo
00/2022 o

* Statement of Account (SOA) balance (required) o

4300.00 $CA

Question: Payment amount and date

Enter the Payment date and Paymentamount accepted by the CBSA in the past six years.

Business number RM account
123456158RM0001

* Question 1 (required)

Provide an exact amount of a payment that has been applied to your account since 2016-10-17 -

* Payment date (required)(§

0942022 | ol

* Payment amount (required) i)

4300.00 SCA

Question: Total dutiesand taxes for an import accounting transaction

Enter the total amount of duties and taxes for an import accounting transaction accepted by the CBSA in
the past six years.

-

The total amount of duties and taxes for an import accounting transaction accepted by the CBSA from 2016-10-17 to current -

* Transaction number (required}o

12155538621212

* Total amount of duties and taxes (required)o

-9876.00 SCA
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Click Next to continue.

4= Previous MNext =#

Important note:

Enter all figuresin Canadian dollars (SCA, or CAD). Transactions and SOAs used for these questions must

be datedin the six calendar years prior to the day that you make these entries.

Review your businessinformation and click Confirm.

Confirm registration

Review the business information provided and confirm registration.

As a result of this process, you will be assigned the role of business account manager for this account. The Setup my
portal section can be used to give your employees or representatives access to your program account(s).

Business number Legal entity name

123456158 T&P Cutsom Brokers

Identified program account(s)

The following programs were found to be associated to your business. If the information below is incorrect, please
contact the CBSA at 1-800-491-9999.

Program Account Numbers

123456158RM0001
123456158RM0002
123456158RM0003
4 Previous

If any information shown on thisscreen is incorrect, contact the CBSA at 1-800-491-9999.

Curious to learn more about linking your Individual User Account with your Business Account? Click the
link below to access the following step by step walkthrough video:

e How to connect a user account to a business account
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2. Basic navigation and features of the CARM Client Portal

2.1 Login navigation and features

For GCKey users, a successful log in page is displayed prior to reaching the CARM Client Portal home page.
As a GCKey user you will be shown a standard welcome message that details your lastsign in date, as well
as a few links through which you can change your password, change your recovery questions, or revoke
your GCKey.

Francais
I * Government  Gouvernement
of Canada du Canada
Definitions Frequently Asked Questions (FAQ) Help

Home = Welcome sitgcuser290

Welcome sitgcuser290

You last signed in with your GCKey on Wednesday, April 21, 2021 at 22:13:13 ET.

Options
From this page you can Change Your Password, Change Your Recovery Questions or Revoke Your GCKey.
Change Your Password
To help protect your information, please remember to sign out and close your browser before leaving this computer
unattended Change Your Recovery
Questions

Please select Continue to return to the Government of Canada online service

Revoke Your GCKey

Sign Out

Once you click the Continue button on the GCKey welcome page, you will be directed to the Terms and
Conditions of Use screen of the CARM Client Portal.

I * Government  Gouvernement
of Canada du Canada

Terms and conditions of use

Read the following information as it contains important information regarding the portal's privacy statement, scope and
prerequisites to use it.

CARM Client Portal Privacy Statement and Terms and Conditions of Use

PRIVACY STATEMENT
The CBSA is committed to protecting privacy rights, including safeguarding the confidentiality of information
provided by individuals and Trade Chain Partners. For more information with respect to CBSA’s privacy practices
governing online activities please access the Privacy Notice here.
The CBSA developed the CARM Client Portal to facilitate electronic communications, accounting of imported goods
and payments of duties, and the posting of information to importer and other trade chain partner’s accounts. The
CARM Client Portal has many self-serve functions that allow trade chain partners to delegate access to their
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These terms and conditions of use will be displayed every time you loginto the CARM ClientPortal. Itis
important that you read and understand these fully priorto proceeding.

e Selectingthe Accept Terms button will take you to the CARM Client Portal home page.
e Selectingthe | DO NOT Accept button will cancel the process.

2.2 Functions available on the home page

The home page of the CARM Client Portal displays several quick access links that will allow you to easily
navigate to various functionalities and features found on other pagesin the CARM Client Portal.

I * Government  Gouvernement
of Canada du Canada

. Test Importer Name (RMO0001)

MENU 2 Upload a document | # Notifications

C» Logout

Last logged in 2021-04-21 14:08 ET

Setup my portal

party businesses.

Payments

Manage the access of employees and third

Manage your payment options.

Accounts and profiles
View information about your personal
profile, program account(s) or business.

Declarations
View information about commercial accour
declarations (CAD).

Financial information

View the financial transaction history,
statements and invoices of this program
account.

Rulings
Request, view and manage your ruling
requests.

Recent Transactions @ View all transactions Most requested
Transaction date Description Amount Status « Upload a document
2021-03-09 Card Lot 5 -1,000.99 Credit open + Manage pending employee requests
« Manage pending third party requests
2021-03-09 Card Lot $ -3,000.99 Credit open
« Transaction history
2021-03-09 Card Lot $-2,000.99 Credit open

« Request a ruling

Alternatively, each of these pages can also be accessed by selectingthem from the drop-down MENU

located on the top left of the home page.

Additional information about these functions is outlinedin further detail on the following pages.
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1.

This link will directyou to the Setup my portal landing page. From this page, you will be able access the

Setup my portal

followingoptions:

e Manage employees (Manage the access of your employeesto selectclients/accounts, and review
pendingaccess requests)
e Manage business relationships (Manage business relationships with clients and review access requests)
e Manage client groups (Create and manage groups of clients, as well as employee access to select
groups)
I* Government Gouvernement
' of Canada du Canada
. Test Importer Name (RM0001)
CARM Cllent Portal ImporterCompany3084 (549132583)
MENU + % Upload a document | & Notifications | G Logout
Home
Setup my portal

Manage the access of this portal account.

Services and information

Manage my employees Manage my business relationships
Manage the access of your employees and Manage the business relationships and
pending requests. access requests.

Manage my client groups
Create and manage the group of clients.

To learn more about the management of employees and clients, please reference the followi ng guide:

User guide — Delegation of Authority
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2. Accounts and profiles

This link will direct you to the Accounts and profiles landing page. From this page you will have the ability
to view and/or make updates to your profiles through the followinglinks:

Personal profile (Containsinformation about your individual profile and portal preferences)

e Business profile (Containsrelevant businessinformationincludingaddress(es) and ownership)

e List of program accounts (Displays all program accounts associated with a business)

e Program account profile (Containsrelevant program information, including RM number, program
name, and addresses)

Accounts and profiles

View and make updates to your personal and business profiles

Services and information

Francais
. * Government  Gouvernement
of Canada du Canada
. 601880594RM0001-Importe... (RM0001)
CARM Client Portal ImporterCompany5788 (601880594) .
MENU + X Upload a document | # Notifications | C* Logout

Personal profile
Maintain Individual profile information and
portal preferences.

Program account profile

Program account profile includes your
program RM number, program name and
addresses.

Business profile

View information about your business
including: Business information, Address(es)
and Ownership.

List of program accounts
A list of all the program accounts associated
to your business.
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3. Financial information

This link will direct you to the Financial information landing page. From this page you will have the ability to
view detailed information about your account history, statements, and invoices through the followinglinks:

e Transaction History (Allowsyouto view a history of your transactions, review youraccount balance,
and make payments)

e Statement of account (Statements that outline your transactions with the CBSA)

e CBSA Invoices (Invoices billed to you by the CBSA)

I * Government  Gouvernement
of Canada du Canada
. Test Importer Name (RM0001)
CARM Chent Portal ImporterCompany3084 (549132583)
MENU 2 Upload a document | & Notifications | G> Logout
Home

Financial information

View a detailed account history, statements and invoices.

Services and information

Transaction History Statement of account CBSA Invoices

View a history of transactions, review the Statements that outline the transactions Invoices billed to you by the CBSA.
account balance and make payments. Before  with the CBSA.

submitting your payment please verify your

payments requirements with your customs
broker to avoid duplicate payments.
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4. Payments

This link will directyou to the Payments landing page. From this page you will have the ability to view and
make paymentsand paymentarrangements through the followinglinks:

e Apply credits as payment (Allocate youraccount credit to specifictransactions that you wishto clear
immediately)

e Pre-authorized debit (Allowsyouto set up pre-authorized deductions from your bank account on a
monthly basis)

I * Government  Gouvernement
of Canada du Canada
. 866323893RM0001-Importe... (RM0001)
CARM Cllent Portal ImporterCompany7337 (866323893)
MENU + 2 Upload a document | & Notifications | G» Logout
Hon
Payments

View and make payment and payment arrangements.

Services and information

Apply credits as payment Pre-authorized debit

Allocate your account credit to specific A pre-authorized debit agreement allows
transactions that you want to clear you to set up pre-authorized deductions
immediately. from your bank account on a monthly basis.

To learn more about financial information, processes, and payments, please reference the following
guide:

e User guide — Financial information, payment processing and tariff tools in the CARM Client Portal
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5. Declarations

This link will direct you to the Declarations landing page. From this page, you will have access to the Duties

and taxes calculator. This tool can be used for estimating the duties and/or taxes that will be owed for

goods before they are imported.

Francais
I * Government  Gouvernement
of Canada du Canada
. 601880594RMO0001-Importe... (RM0001)
CARM Client Portal ImporterCompany5788 (601880594) °

X Upload a document | # Notifications | G Logout

Declarations

View and create declarations.

Services and information

Duties and taxes calculator
Tool to estimate duties and taxes.

Duties and taxes calculator

We offer this duties and taxes calculator as a self-help tool for your use. This tool does not replace professional advice.
We cannot guarantee that this calculator will apply in your specific situation. For example, goods that are subject to
various exceptions may require additional calculations beyond the scope of this tool to properly estimate for duties and

taxes.

All results are given as examples only.

Customs Summary

| e How to use this tool v

1. Customs
Provide the customs details of a single commodity (see classification number) for your simulated importation. All fields are based on today's available
tariffs.

* Classification number (required) @

000.00.00.0( Help me classify

Validate my input
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Selectingthe Help me classify button within the Duties and taxes calculator will directyou to an embedded
classification tool. This tool will allow you to input known information about your goods/productsin order
to receive a tariff classification numberfor the goods.

Help me classify

Describe Your Product
The more information you provide about your product, the better.
For best results, describe your item first, then insert a comma and add additional attributes. For example: "Peas, Frozen"

You can also search by HS code, by entering the number (or part of the number) directly into the product description field. For
example: "6201.11"

Finally, chemical substances can be searched both by proper name (e.g. 'Calcium Perchlorate') and by CAS number. To search by CAS
number, type 'CAS' followed by the number in the product description field. For example:"CAS 13477-36-6"

For additional hints, please consult the Help files.

eq: Frozen Durian

Cancel

Additional information about the Duties and taxes calculator, and the classification tool can be foundin
both the below documentand the below video:

e User guide — Financial information, payment processing and tariff tools in the CARM Client Portal
e Video—-How to use the Duties and taxes calculator in the CARM Client Portal
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6. Rulings

This link will directyou to the Rulings landing page. From this page, you will be able to view and manage all
of your rulingrequests withinthe portal:

Rulings (Allows youto view a list of your ruling requests, review their details, and request new rulings)

I ¥ Government  Gouvernement
of Canada du Canada

. Test Importer Name (RMO00O1)

MENU ~ X Upload a document | & Notifications | G+ Logout

Rulings

View and manage your ruling requests.

Services and information

Ru

ings

View a list of your ruling requests; review

&
their details, and request a new ruling

Additional information about rulings processes can be found in the below document and the below

videos:

e User guide — Managing Rulings

e Video—Understanding Ruling statuses in the CARM Client Portal
e Video—How to submit a Ruling request in the CARM Client Portal
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2.3 Setup of notifications

Setting up notifications within the CARM Client Portal is a useful way to ensure that you do not miss
important communications from the CBSA.

Note that evenif you do not subscribe to all notifications, you will still be notified ifimportant
communications that require timely action on your part are received.

To setup notifications, follow the below steps:

1. Select Accounts and profiles from the home page.

ma
o
=]

al
o
W

I * Government  Gouvernement
of Canada du Canada

. Test Importer Name (RM0001)

MENU 2 Upload a document | # Notifications | G* Logout
Last logged in 2021-04-21 14:08 ET
Setup my portal Accounts and profiles Financial information
Manage the access of employees and third : . ' ' ) rersonal View the financial transaction history,
party businesses. profile, program account(s) or business. statements and invoices of this program
account.
Payments Declarations Rulings
Manage your payment options. View information about commercial account Request, view and manage your ruling
declarations (CAD). requests.
Recent Transactions @ View all transactions Most requested
Transaction date Description Amount Status « Upload a document




2. Clickon the Personal profile link.

I * Government  Gouvernement
of Canada du Canada
. Test Importer Name (RM0001)
CARM Cllent Portal ImporterCompany3084 (549132583) I
MENU « 2 Upload a document | & Notifications | G+ Logout
Home

Accounts and profiles

View and make updates to your personal and business profiles

Services and information

Personal profile Business profile Program account profile

Maintain Individual profile information and View information about your business Program account profile includes your

portal preferences. including: Business information, Address(es) program RM number, program name and
and Ownership. addresses.

3. From the Personal profile screen, scroll down to Settings and Preferences and complete the
following:
e Readthe Terms and Conditions inthe drop-down menu, and confirm your acceptance by
checking the box
e Selectthe Subscribed button
e SelectEnglish or French as your preferred language

Settings and Preferences

Terms of use for email notification v

0 1 have read, understood and agree to the Terms and Conditions listed above
* Receive e-mails about notifications (required)

Subscribed - I want to receive e-mails about my notifications
Unsubscribed - I do not want to receive e-mails about my notifications

Note: You will still receive e-mails about urgent notifications, even if you are unsubscribed
* Preferred language (required)

® English
French

Once notifications are setto Subscribed, you will begin receiving e-mail notifications from CBSA.
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Important note:

Notifications will be sentin bulk by CBSA. The only options available to users will be to eitherreceive all
notifications or to receive none. This option can be modified atany time following the above process.

Rememberthat urgent notifications will be sent to you regardless of the notification option selected.

2.4 Notifications (view)

To view your notificationsinthe CARM Client Portal, follow the below steps:

1. Clickthe Notifications link. Alist of notifications will display.

I o+ Government  Gouvernement
' of Canada du Canada
. Test Importer Name (RMO001)
CARM Client Portal ImporterCompany3084 (549132583)
MENU > 1 T -. M { :-l
. 21 14:08 ET
Setup my portal Accounts and profiles Financial information
Manage the access of employees and third View information about your persona
party businesses profile, pregram account(s) or business. Yo notifications can be found
at the top right of the home
Payments Declarations page beside the bell icon
Manage your payment options View information about commercial acc
declarations (CAD). e
Recent Transactions @ View all transactions Most requested
Transaction date Description Amount Status « Uploadad ment
2 09 Card Lot $-1,000.99 Credit open » Manage pending employee requests
« Manage pending third party requests
202 09 Card Lot $ -3,000.99 Credit ope
« Transaction history
202 09 Ca ot 5 -2,000.99 Credit open « Reouest a nuling
—_— - =4
2021-03-05 voice (K23) $ 1,000.00 Receivable apen
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2. Clickon the Subject link to view the details of a notification.

Notifications

Search and read the notifications received from the CBSA.

Advanced search

patep  Tip: You can search for desired  nber Type
2021 notifications by using the
20210 Advanced search field 10001

10001 Delegat

Pre-PAD Motification

Date range 2020-10-05 - 2

Subject

on changes Access permission(s

2021-03-24 ImporterCompany3084 549132583RMO0D1 Delegation changes - Access permission(s

2021-03-24 ImporterCompany3084 549132583RM0O001 Delegation changes - .. Access permission(s) ...

2021-03-16 ImporterCompany3084 549132583 Delegation changes

2021-03-09 ImporterCompany3084 MODDT Delegation changes

2021-03-09 ImporterCompany3084 549132583RMO0D1 Delegation changes Access permission(s
Imnarter amnany3Ed 54591 IPERAIRMONMT Nelanatinn rhanoes - Arcass nermissionis

3. The notification details selected will then be displayed. Click the Back button to return to the

notificationslistonce you are done reviewingthe notification.

I o Government  Gouvernement
of Canada du Canada

CARM Client Portal

Notifications details

Test Importer Name (RM0001)
ImporterCompany3084 (549132583)

MENU ~ 2 upload adocument | # Notifications | G Logout

Access permission(s) changes
Recipient: ImporterCompany3084

Type: Delegation changes - Client

Date posted: 2021-04-08

Access for 227889992 to 549132583RM0001 has been successfully changed.
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2.5 Uploading documents

Including additional documents helps the CBSA with theirrulings decisions. Where possible, documents
that support a rulingrequest should always be included with the initial request. If the CBSA feelsthat they

have insufficientinformation to render a decision, they may request that you provide additional

informationin order to proceed with your ruling request.

l o Government  Gouvernement
! of Canada du Canada

CARM Client Portal

MENU +

Setup my portal Accounts and profiles

party businesses The document attachment

link found in the Actions

column of your displayed
Rulings list

Payments

Manage your payr

Recent Transactions @

in the Most Requested

I+

Manage the access © ~ur personal

or business

imercial account

Wiaw all rmnc::rﬁw

Tranaaciion dite pe The Upload a document link

2021-03-09 Car
column
202 09 Ca
2021-03-09 Card Lot $ -2,000.99 Credit open
2021-03-05 Misc. Invoice (K23) 5 1,000.00 Recevable open

The Upload a document link

Test Importer Name (RM0001)
ImporterCompany3084 (549132583)

adocument & Motifications | C* Logout

Last logged in 2021-04-21 14:08 E

Financial information

View the financial transaction history,
staternents and invoices of this program
account

Rulings

“ and manage your ruling
regquests,
Most requested

« Upload a document

Manage pending employee requests

Manage pending third party requests

Transaction history

» Request a ruling

For the purposes of this guide, we are showingthe page that will appear after selectingeitherof the

Upload a document links.
From this page you may proceed with the followingsteps:

1. Selectthe Category from the drop-down menu.

2. Enterthe Case/reference number that the documentyou are uploading will be associated

with/attached to.
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3. Clickthe Next button.

Francais
I* Government  Gouvernement
of Canada du Canada
- 601880594RM0001-Importe... (RM0001)

CARM Client Portal irmprrtar Gy 5708 (OLENESN) I

MENU ~ X upload adocument | # Notifications | C* Logout
Hom:

Upload a document - Step 1 of 2

Tttt ot s o S o mo o oo T ted to the document(s) you want to upload
* Category (required)
* Case/reference number (maximum 10 characters) (required) @

Cancel Next =p

4. Drag and drop the file from the specified location and click Upload to complete the upload process.

Attachment(s): case #8000000167

Attach any files of producers or manufacturers product literature, drawings, photographs, or schematics

Upload files

The maximum upload size per file

Acceptable file types: .pdf, .do

Important note:

You can only upload PDF, Word, Excel, RTF, JPG, TIFF and XPS documents to the CARM Client Portal.



3. Requesting a new business relationship

3.1 Accounttypes

Withinthe CARM Client Portal, there are two types of accounts: Individual accounts and Business accounts.

Individual account:

In order to access a businessaccount, it is mandatory to first have an individual account. This account
requires users to complete theirpersonal profile for the userto be granted access to the CARM Client

Portal.

Create your personal profile

Your contact details will be used to communicate important updates.

User information
* First Name (re

Contact Information

* Telephone number(including area code) (required

Settings and Preferences

* Receive e-mails about notifications (requ

* Preferred language (required

To learn more about setting up your Individual account and Personal Profile, see Section — Creating

your personal profile of this document.

To learn more about setting up your notifications, see Section —Setup of notifications.
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Business account:
Accounts for businesses exist for:

e Organizationsthat provide servicesto clients — Service Provider

e Businessaccount that has at least one program account and performs activities as a customs broker

or third party.
e Clientorganizationssuch as importers
e Any businessaccount that has delegated theirauthority to a service provider.

3.2 Business relationships

Businessrelationships are established between aservice providerand its client(s). Aclient (e.g., importer)
can delegate access to the service provider(e.g., customs broker) for themto act on theirbehalfand
manage their account(s) within the CBSA by establishinga relationship.

Service providers must first establish a business relationship with theirclie ntsto be able to transact with
the CBSA on theirbehalf. Only then will the service provider be able to assign its employeestothe clients’
accounts to carry out the activitiesagreed upon in theirservice.

Important note:

The clientdeterminesthe relationship type to grant to its service provider(s).

Withinthe CARM Client Portal, there are two business relationship access types that can be established
between a service providerand a client.

These are:

e Business managementrelationship
* Program managementrelationship
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This table shows the activities and access permissions associated with the Business management
relationship and Program management relationship:

Activities Allowed or View as Read-only or
Restricted View and Edit

View business account profile (general information, Allowed Read-only

ownership, addresses, business activity, settings and

contacts)

View all Program accounts profile (general information, Allowed Read-only

addresses, contacts, owners and sub-programs)

View the list of programs Allowed Read-only
View financial security information Allowed View and Edit
View information regarding requests (e.g., Rulings) and Allowed View and Edit

transactions (e.g., CAD) on the client’s behalf

Commonly restricted actions Allowed Referto below

1. Business management relationship: This relationship delegates accessto all program accounts to the
service provider, includingany programs added in the future. Commonly restricted actions withina
Business managementrelationship include the following:

e Editingthe Business account or Program account information

e Viewingorediting pre-authorized debit authorizations

e Viewingcollection-related notifications and payment arrangements

e Viewingoreditingthe client’saccess requests, and its employees’ accesses

e Viewingoreditingthe client’s pendingbusinessrelationship requests, and its list of active
businessrelationship



2. Program management relationship: This relationship delegates access to only selected program

accounts to the service provider. This table shows the activities and access permissions associated with

the Program management relationship:

Activities Allowed or View as Read-only or
Restricted View and Edit

View program account profile (general information,

addresses, contacts, owners and sub-programs) Allowed Read-only

View information regarding requests (e.g., Rulings)

and transactions (e.g., CAD) on the client’s behalf Allowed View and Edit

View Business account profile Restricted Not available

View list of programs Restricted Not available

View financial security Not available
Restricted

Commonly restricted actions (referto previous

page) Restricted Not available

To learn more about managing business relationships, please reference the following guide:

e User guide — Delegation of Authority
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4. Resources

There are several resources that are available surrounding the CARM Client Portal to help support new

users:

1. Instructional videos:

e Dedicatedinstructional videos for portal utilization including step-by-step videos on: Creatingand
linkingindividual and business accounts, Delegating authority, Financial information, and more.

2. FAQ:
e The CBSA has provided answers to frequently asked questions that clients may have regarding the
portal.

3. Onboarding guides:
e These guideswill help TCPs understand how to use the CARM Client Portal, with information on the
key benefits and capabilities that the portal offers.
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